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Our strategy is reflected in our structure
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Our Drivers: Collaboration, Neutrality, Expertise and Efficiency

Neutral and

Independent Managed Services
e A N A ®
= No market bias through = Raised efficiency through
vendor neutral position best-of-breed aggregation
» Vendors cannot request = Unique Services
PCS0to assess products Eﬂ DCSO = World-wide delivered
:. ENGINEERING SECURITY R managed analytics
Cross-Industry
Collaboration . .. Competence Center
. .................................................................. ettt b e st b e h e bbb et st b e bt et saeese s .
= JointAdvisory  NL  Srreeeeeee » Help with strategic decisions
Board project
oard projects = Subject Matter Consultancy &
= Prototyping and Proof-of- Assessment
Concept Engineering
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Terms

o e
System Security Objectives Causal Chain Risk Management
User, Availability Threat > Effective,
organization, confidentiality, vulnerability > economically,
reasonable

technical integrity damage =asull
elimination of

vulnerabilities
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Why standardization is so important:

INNOVATION

- Systematic development of new or expansion of
existing subject areas

SUPPORT

- Strategic implementation within companies, at the
same time proof of implementation to the outside
world

HOLISTIC APPROACH

- Information security always for the entire system and
consideration of the entire life cycle
(from design, procurement, operation, maintenance)

- Technical specifications create open systems with
guaranteed characteristics (multivendor solutions)

variety & diversity | overlapping | simplicity | applicability | degree of updating | interaction

TLP:Green S I



Standard: IEC 62443 ,,Network and system security”

15 Concepts and models

Master glossary of
terms and abbreviations

System security
conformance metrics

IACS security lifecycle
and use-case

IEC 62443
Industrial communication networks - Network and system security

Policies & Procedures

Security program
requirements for IACS
asset owner

IACS protection levels

Patch managementin
the IACS environment

Requirements for
IACS service providers

Implementation guidance
for asset owner

TLP:Green

Security technologies
for IACS

Secure product
development lifecycle
requirements

Security risk assessment
and system design

Technical security
requirements for
IACS components

System security
requirements and
security levels

Published Versions

S I
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IEC 62443: Essential Aspects

IEC 62443

Industrial communication networks - Network and system security

Policies & Procedures Component / Product

* Organization

» Training/awareness
+ Continuity plan

* Policies, procedures
* Personnel security

* Physical security

*  Product development
*  process

Concepts,
Models

* System architecture &
network segmentation

* Zonesand conduits

» Security levels for systems

* PLCs
¢ HMldevices

Terminology * Network segmentation :

« Account administration . Access control PC stations

* Authentication .

+  Authorization * Usecontrol +  Firewalls

. Ri + Dataintegrity «  Gateways
Conformance Metrics :?;]Ssl?n?::gtgaetril;int& . Data confidentiality Lo

+  System development & *  Restrictdata flow .

maintenance «  Timely response to an event e Functions
Lifecycle « Information documentation * Resource availability . gpfllcatmns
* Data

Use-cases management
* Incident planning & response

* Patch management

TLP:Green 0 I
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IEC 62443 - Security Level

IEC 62443-1-1: 4 Security Level defined

SL1 Protection against casual or coincidental violation

Protection against intentional violation using

L2 simple mean

Protection against intentional violation using
SL3 .

sophisticated means
Sl 4 Protection against intentional violation using

sophisticated means with extended resources

IEC 62443-1-1 Draft 6, Edition 2, September 2016

Risk Assessment

System Architecture,
Zones & Conduits

Target SL

Achieved SL

Solution

2+

Capability SL

System or Device
Features

SL-T

SL-A

SL-C



IEC 62443: Life Cycle Approach

SL-Target
(required)

« General requirement
specification

« Prerequisite: protection
level of the plant

« Security: risk assessment

IEC 62443

SL-Capability

« Secure devices:
(PLC, HMI, Network
Devices, Software, ...)

« Secure control systems
(a combination of secure
devices)

+ Sec.: Development process,
configurations, functions,
documentations

SL- Achieved

« Secure solution
(a combination of secure
control systems & devices)
« Sec.: Integration process,
settings, documentations

TLP:Green

SL-Target
(got)

« Plant
(a combination of secure
solutions)

« Security: Settings, operational
policies and procedures

0 I
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Case 1: NAMUR Open Architecture (NOA)

A combined solution with well ACCEPTED AUTOMATION PYRAMID
and OPENNESS TO NEW TECHNOLOGIES

Enables INNOVATIVE SOLUTIONS for green- & brownfield plants
but the PROCESS CONTROL CORE REMAINS LARGELY
UNAFFECTED

nterpris
Resource
Planning

CORE PROCESS CONTROL: with execution of measurement
& control tasks, batch functions, acquisition
of sensor values, HMI for plant operators

Manufacturing
Execution Level

secure

Open Basic Automation

MONITORING AND OPTIMIZATION: with execution
monitoring & optimization tasks, new sensors
for advanced functions, enterprise applications

Field level

TLP:Green S I



Case 1: NAMUR Open Architecture (NOA)

[ | Highly Reliable
Central M+O IT Infrastructure

Further 4.0 Advanced .
Use Case Analytics Central HMI ‘ Deterministic
Production Network Control System
roduction Networ Relizbili .
/ . App Platform

’ Verification of
Request
- eq N

Data Direction
Core Process Control < Control
<

.

e Xr

Plant Specific

Engineering ===

Advanced Management
Process Control n
4.0 Device

Wanagement
Dispatching

Open
Interfaces

Hml —

I _‘_ Proprietary
DCS/PLC s Interfaces

4NN I NI NI NI NI NN NI E I NI NN NI NN NN NN NN NN NN NN N EEEE (EEE RN E N

Monitoring and Optimization (M+0O)

Low-Cost
Multi-Sensor

Vibration TC 4711 FC 4713

LALLM

H (4-20mA / Remote 10 / Fieldbus /
PrOdUCtlon Plant Wireless / Ethemet in the field) "

N SN NN NI NN NN EEEE I I EEEEIE AN EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

ane

https://www.namur.net
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Case 2: Volkswagen Digital Production Platform (DPP)

VOLKSWAGEN

m * VOLKSWAGEN A7 il @

INDUSTRIAL CLOUD

Reducing of factory costs:

— _ Improving risk resilience in OT:
Digital Production Platform (DPP) -

* Improving transparency through
Cloud (AWS) Q standardized KPI

Industrial Internet
of Things (iloT)

IT-Security

Improved IT Operations in OT:

I -
ﬂ

* Increasing productivity & quality

 Standardized, central OS approach

www.volkswagen-newsroom.com
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Case 2: Volkswagen Digital Production Platform (DPP)

Support of commissioning and
acceptance of plants

Monitoring of system status and
development of KPIs

Monitoring of product quality (via production data
acquisition) and optimization of the production process
(via parameterization of systems)

TLP:Green



Case 3: Evaluation Scenario

OT Assets loT Gateway Cloud Gateway Cloud Apps
Azure Stream Analytics
for user defined Apps: @3
| + KPIscalculation P
A * Alarms, Events Monitoring
Azure [oT Edge Digitaz\ll‘;?uins * OT Asset Management
40PC UA A 3
—> Cloud zure /
%ca - Connector [% loT Hub / ?#4_ S
\ . | Azure Time Series Insights
-ﬁ for analytics, storage,
k visualization of time- _~_’ \
v series data -
Azure Power BI
> for Dashboards m <

Azure Maps @
Mobile Apps E

Web Apps ‘s

Evaluation based on IEC 62443-3-3 (in combination: ISO/IEC 27001 & 27027)

TLP:Green
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Evaluation: based on IEC 62443-3-3 System Security Req. & Security Levels

Foundational Requirements (FRs)
“Asmall set of Foundational Requirements shall be used to derive the full scope of detailed Technical and Program Requirements.”

Identification & authentication

Use control

System integrity

Data confidentiality
Restricted data flow
Timely response to events

Resource availability

SR1.1
SR1.2
SR1.3
SR1.4
SR1.5
SR1.6
SR1.7
SR1.8
SR1.9
SR1.10
SR1.11
SR1.12
SR1.13

Human user identification and authentication
Software process and device identification and authentication
Account management

Identifier management

Authenticator management

Wireless access management

Strength of password-based authentication
Public key infrastructure (PKI) certificates
Strength of public key authentication
Authenticator feedback

Unsuccessful login attempts

System use notification

Access via untrusted networks

TLP:Green




Evaluation: based on IEC 62443-3-3 System Security Req. & Security Levels

FR 1 - Identification and Authentication Control (IAC)

SR 1.1 - Human user identification and authentication X X X X

The control system shall provide the capability to identify and authenticate all human users. This capability shall enforce such
identification and authentication on all interfaces which provide human user access to the control system to support segregation
of duties and least privilege in accordance with applicable security policies and procedures.

RE (1) Unique identification and authentication X X X

The control system shall provide the capability to uniquely identify and authenticate all human users.

RE (2) Multifactor authentication for untrusted networks X X

The control system shall provide the capability to employ multifactor authentication for human user access to the control system
via an untrusted network (see 4.14, SR 1.12 — Access via untrusted networks).

RE (3) Multifactor authentication for all networks X

The control system shall provide the capability to employ multifactor authentication for all human user access to the control
system.

TLP:Green S I



Evaluation: based on IEC 62443-3-3 System Security Req. & Security Levels

FR 1 - Identification and Authentication Control (IAC)

SR 1.2 - Software process & device ident. & authentication X X X

The control system shall provide the capability to identify and authenticate all software processes and devices. This capability
shall enforce such identification and authentication on all interfaces which provide access to the control system to support least
privilege in accordance with applicable security policies and procedures.

RE (1) Unique identification and authentication X X

The control system shall provide the capability to uniquely identify and authenticate all software processes and devices.

TLP:Green S I



Implementation of Evaluation Scenario

Gain experience, start deeper analysis of security architecture & functions (aws & azure certification)

OT Domain

loT Gateway

Azure Cloud

IT Domain

IC5 Engineering
[STEP 7)

Frequency
Converter

Servo Drive

ICS HMI
[PROFINET) [Touch Pad)

Industrial Ethernet Switch

Remote 10 (DI, DO, Al, AD)

Sensor
[temperature)

Authenticate

ML300

loT Gateway

Azure AD _
Active Directony B

loT Hub
virtual ML300

Device twin

Stream
Analytics

gTuken
v AlI:h (1)

¥

Laptop
Office PC

[

@ Token
v

Techn. Management Functions (e.g. Asset Mgmt) + OT Test Lab (e.g. Pen Tests, Vuln Tests)

TLP:Green
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Evaluation: following a systematic approach

OT Risk Management based on VDI/VDE 2182

Identify Assets Determine relevant security
objectives

(based on asset
management) (based on data classification)

%

Perform audit

‘m Analyze Threats
(based on threat catalog)

Implement & use

overall solution Analyze & assess

risks

N

Select overall |dentify measures and
solution assess effectiveness
(aggregation) (based on measure catalog) VDI/VDE 2182 Guideline

TLP:Green S I



Process 1: Asset Identification

Identify critical assets, analysis of their functions (focus lies on external interfaces)

1) Request to register device
registrationID, ID scope, EK_pub, SRK_pub

3) Request to prove ownership by nonce
_challenge

ENCEK,., |:!’}l(':',';;|k';_ wlnonce))

5) SAS token signed by nonce

_ 6)Send loT Hub connection info

<«

4) Decrypt and store nonce

TLP:Green

2) Check if EK_pub
is known to azure

EK
SRK
pub
priv
enc

Endorsement Key
Storage Root Key
Public portion of key
Private portion of key
Encryption



Process 1: Asset Identification

Identify critical assets, document their functions (capabilities according IEC 624433-3)

FR FRTitle v SR SR Title SL1 S12  S13 sS4
FR1 Identification and authentication control SR1.1 Human user identification and authentication

FR1 Identification and authentication control SR1.2 Software process and device identification and authentication

FR1 Identification and authentication control SR1.3 Account management

FR1 Identification and authentication control SR1.4 Identifier management

FR1 Identification and authentication control SR 1.5 Authenticator management

FR1 Identification and authentication control SR 1.6 Wireless access management

TLP:Green




Process 2: Determine relevant security objectives

Security objective in a use case, consider all parties involved

Smart Sensor Manufacturer i@

-—=-)
Availability of the PROFINET interface
Integrity of smart sensor data

Confidentiality of all internal data
Cloud Service Manufacturer

Availability of e.g. maintenance applications
Integrity of the result data

Confidentiality of all internal data

Plant operator a S
%
Plant availability

TLP:Green



Process 3: Analyze threats

®  Threat Catalogues

= Open Web Application Security Project (OWASP)
(https://www.owasp.org/index.php/Category:OWASP
Top Ten Project)

= BSI Threat Catalogue
(https://www.bsi.bund.de/EN/Publications/BSIStanda

rds/standards.html)

TLP:Green

Threat / Vulnerability databases

(constantly updated)

ICS-CERT
(https://ics-cert.us-cert.gov/)

Common Vulnerabilities and Exposures (CVE)
(https://cve.mitre.org/)

Common Weakness Enumeration (CWE)
(https://cwe.mitre.org/)

Open Sourced Vulnerability Database
(http://osvdb.org/)

National Vulnerability Database
(https://nvd.nist.gov/)

Security Focus
(http://www.securityfocus.com/)

Common Attack Pattern Enumeration and
Classification (CAPEC)
(https://capec.mitre.org/)



https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://www.bsi.bund.de/EN/Publications/BSIStandards/standards.html
https://www.bsi.bund.de/EN/Publications/BSIStandards/standards.html
https://ics-cert.us-cert.gov/
https://ics-cert.us-cert.gov/
https://ics-cert.us-cert.gov/
https://ics-cert.us-cert.gov/
https://ics-cert.us-cert.gov/
https://cve.mitre.org/
https://cwe.mitre.org/
http://osvdb.org/
https://nvd.nist.gov/
http://www.securityfocus.com/)
https://capec.mitre.org/

Process 3: Analyze threats

TOP-1: Infiltration of Malware via
Removable Media and External

www.bsi.bund.de

TOP-4: Compromising of

Hardware

Extranet & Cloud Components

IC5 Engineering
[STEP 7}

Frequency
Converter

Servo Drive

OT Domain

ICS HMI
[PROFINET) [Touch Pad)

Industrial Ethernet Switch

Remaote 10 (DI, DO, Al, AD)

Sensor
[temperature)

loT Gateway

Authenticate

ML300

h

loT Gateway

IT Domain

Azure Cloud

Azure AD _
Active Directony B

loT Hub

OTuken T
v Auth ()

virtual ML300
Drevice twin

¥

Laptop
Office PC

Stream
Analytics

[

0 Token
v

Techn. Management Functions (e.g. Asset Mgmt) + OT Test Lab (e.g. Pen Tests, Vuln Tests)

TLP:Green
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Process 3: Analyze threats

Use of tools, e.g. Microsoft Threat Modelling

®  Two parts are needed: the model and the template.

Model: visual representation (diagram) of the system. It consists of stencils with properties. Stencils are

components of a system and can be one of three different types: Targets, Flows and Boundaries
Targets represent the components of a system, e.g. Switches, PCs, PLCs

Flows represent the connection between targets, eg used protocols

PROFINET or OPC UA
Boundaries represent segments, which can be crossed by flows.

For every stencil, properties can be defined,

which are used by the template for the threat assessment

TLP:Green



Process 3: Analyze threats

Industrial
Ethernet Switch,

PROFINET_|

Cgommer |

ET200 SP CPU

sensor

Generic Data Flow

Servo motor

Frequency
convertor v30

T
Generic Data Flow

Service Fabric Trust Boundai K

IoT Field Gateway Zonel
o

N

- o 16T Clatid
Gateway

Description: An attacker may pass data into Applications Running on a non Microsoft OS in order to change the flow of

program execution within Applications Running on a non Microsoft OS to the attacker's choosing
I <no

1. ing on a non 0S May be Subject to Elevation of Privilege Using Remote Code
Execution  [State: Not Started] [Priority: High]
Category:  Elevation Of Privilege

Description: Gateway may be able to remotely execute code for Applications Running on a non Microsoft OS.
<no

provided:

Interaction: HTTPS
1 1
: Applications 1
. Running on a
Gateway : non Microsoft
7 os
1
! lata
| BRE, G '
10. by the Flow in g on a non OS  [State: Not
Started] [Priority: High]
Category: Elevation Of Privilege

Remote(User Zone)

Browser

[ 165 Data Access



Process 4: Analysis and access risks

Zone DMZ (critical asset: loT Gateway)

Function (General) The system ensures the correct measurement and aggregation of temp sensor values.

Access (via) Zone ,Azure Cloud“ & Zone ,,OT Domain*“

Data Flows (Zone Boundary) PROFINET, OPC-UA

SPS (incl. Webserver), agent system, screwdriver

Risk Assessment (high level) Threats & Vulnerabilities:
- relevent threat (output from threat modelling)
- Vulnerabilities through the use of standard components (output from vuln. tests)

Consequences:
- manipulation of the maintenance process, possibly loss of know-how

Potential risk: High

FR1 Identification and Authentication
FR2 Use Control

(based on IEC 62443-3-3) FR3 System Integrity

FR7 Ressource Availability

Security Level SL-T FR1.2:SL3

Security Requirements



Evaluation: next steps

OT Risk Management based on VDI/VDE 2182
Identify Assets

(based on asset
management)

Determine relevant security
objectives

(based on data classification)

Perform audit

Implement & use

%

‘m Analyze Threats
(based on threat catalog)

overall solution

Analyze & assess
risks

Select overall
solution

(aggregation)

|dentify measures and
assess effectiveness

(based on measure catalog)

VDI/VDE 2182 Guideline

TLP:Green S I




Conclusion

Different cloud based use cases &
architectural concepts available

Well accepted standards & guidelines available

Todays security concepts doesn’t
consider cloud scenarios

There is a need of deeper investigations
to enable secure cloud based solutions

TLP:Green
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ENGINEERING SECURITY

Questions & Answers

Heiko ADAMCZYK

OT Security Expert Q
Mob: +49-170-5280522 O
E-Mail:  heiko.adamczyk@dcso.de

0,

DCSO Deutsche Cyber-Sicherheitsorganisation GmbH
EUREF-Campus 22
10829 Berlin, Germany

E: info@dcso.de
P:+49-30-726219-0
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Cloud-spezifische Bedrohungen

Nicht in ausreichendem Male isolierte Cloud Ressourcen

= Physikalische Ressourcen durch VMs mehrerer Kunden verwendet
Nur in standardisierter Form angebotene Service Level Agreements (SLA)

= Uneingeschrankte Einsichtnahme aller Daten durch Cloud Service Provider
Anwendung abhangig von Verfligbarkeit des Internet Service Providers

= Sehrhohe Kosten bei maximaler Verfligbarkeit (z.B. Satelliten-Backup)
Ableitung von Risiken

= Zugriff auf wichtiges Know-how des Unternehmens durch Offenlegung

= Manipulation von Daten zwecks Sabotage

= Verfligbarkeit der gesamten Anlage

vgl. ENISA, ,Cloud Computing — Benefits, risks, and recommendations for information security”, Nov. 2009

TLP:Green



